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Abstract—Emergency and rescue organizations are giving Wireless Mesh Networks (WMNs) increased attention as the key
technology to realize network connectivity anywhere, anytime
with simplicity and low cost. The WMNs capability for selforganization significantly reduces the complexity of network
deployment and maintenance, and thus requires minimal upfront investment. On the other hand, this characteristic makes
WMNs prone to a new type of attacks, namely wormhole.
While geographical leash-based secure routing such as PASER
provides protection against wormhole in outdoor scenarios, in
indoor scenarios, this method is ineffective since the geographical
position of nodes is not always known (no GPS). For this end,
we propose in this paper an efficient security extension (VLX)
to secure WMNs routing against wormhole in indoor scenarios
using a novel virtual localization technology. We extend the secure
routing protocol PASER with our novel approach and evaluate it
in different scenarios. The results show that VLX has negligible
to no side effect in outdoor scenarios. It provides nearly the
same level of security indoors as geographical leashes outdoors.
It grants legitimate indoor nodes access to the network despite
the lack of their geographical information. It has a light overhead
and it is not sensitive to low outdoor to indoor node ratios.

I. I NTRODUCTION
Wireless mesh networks (WMNs) have recently become a
promising technology for rescue organizations to achieve highperformance and low-cost network access at incident scenes.
In contrast to public (cellular) networks, which are either
destroyed or overloaded (panic calls) in emergency situations,
and in contrast to dedicated emergency services/networks such
as TETRA, which suffer from insufficient data rates, max. 7
kbit/s using one time-slot, WMNs provide robust and reliable
wireless broadband service access with low-cost. With the
capability of self-organization and self-configuration, WMNs
can be deployed, incrementally, one node at time, as needed.
To establish WMNs, routing protocols are necessary to discover and maintain routes on the fly between all network
nodes. The latter makes WMNs prone to a new type of
attacks, namely wormhole [1]. Figure 1 depicts an example
use case scenario of wireless mesh networks. The scenario
reflects an emergency situation at a fairground. The mesh
network is composed of a ground and an aerial part. On the
ground, the mesh routers are integrated in the water tubes
to optimize their deployment process. In the air, a swarm of
autonomous unmanned aerial vehicles (UAVs) is established
to offer strong support for rescue forces. At the incident scene,
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Fig. 1. Example of a deployment scenario of wireless mesh networks under
wormhole attack in emergency and rescue operations.

a pair of malicious nodes, linked via a fast transmission path
(e.g., Ethernet), are also present. They forward route discovery
packets more quickly than legitimate nodes. This causes
victim nodes to always use the tunneled route to transmit
their packets, which are then dropped by the attacker. Even
if the network is protected via conventional cryptosystems
e.g., IEE802.11i-PSK, this attack still succeeds. The main
reason for this is that routing packets are simply forwarded,
without any changes, from one end to the other end of the
tunnel. Thus, without a satisfactory level of security, rescue
organizations lack motivation to utilize this communication
system. Otherwise, terrorists or benefiting organizations might
easily disrupt the communication between rescue fighters and
their command and control systems or they might hijack the
UAVs. For this end, and because of the special requirements in
emergency situations, we designed in previous work [2], a new
efficient secure routing protocol termed Position Aware Secure
Routing (PASER). In the context of wormhole, the protocol
prevents unauthorized nodes from manipulating the route lookup process based on geographical leashes: The position of
each node is first obtained by a Global Positioning System
(GPS) and then transmitted in relevant routing packets. As
a consequence, wormholes are easily detected and avoided
in outdoor scenarios, provided GPS is not jammed. In case
of GPS jamming or in indoor scenarios, however, legitimate
nodes do not receive GPS. Thus, they cannot participate in
the protocol and thereby they are excluded from the network.
The latter contradicts with the design goals of WMNs, especially ’ubiquitous access anywhere’. To address this issue, we
propose in this paper a novel Virtual Localization Extension
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(VLX) concept for the localization and integration of locationunaware nodes with the rest of the network. While focusing
on PASER and on indoor nodes in the evaluation, any routing
protocol dealing with geographical leashes can be extended
to use VLX in any scenario in which nodes are not aware of
their position (e.g., UAVs under GPS jamming attack).
The rest of this paper is organized as follows: Section II reports
on related work. In Section III, VLX is demonstrated, whereas
in Section IV the performance and security of PASER with
VLX are evaluated. Finally, in Section V we conclude the
paper and give some outlook.
II. R ELATED W ORK
a) Countermeasures of Wormhole Attack: The necessity of
countermeasures of the wormhole attack is beyond dispute
in literature. An evaluation of the negative impact of active
wormholes on routing protocols is provided in [3]. To mitigate
this attack, the authors in [4] propose the SECTOR protocol.
The latter uses a so called Mutual Authentication with Distance
Bounding to identify legitimate nodes in the adjacencies. For
this end, a special hardware sends 1-bit-RREQs that must be
answered immediately by the corresponding receiver. These
packets do not have to enter the CPU path, instead, they
are processed with very low latency by a special hardware
that has access to the radio module, e.g. an FPGA unit.
Attackers cannot easily imitate this behavior due to the hardand software delay limitations of the wormhole link. This
approach, however, requires the integration of new hardware
in the mesh nodes while yielding positive results only if
the challenge packets do not collide. In the latter case, this
approach yields to false alarms, which raises the question on
its feasibility in mobile WMNs with high traffic load. Thereby,
the rate of profit by deploying it on a wide range of devices
is low. Two other examples that fall into the category of route
delay analysis are the DelPHI [5] and the WAP [6] protocols.
Both identify affected routes by measuring either packet travel
or round trip time per hop. Even though the implementation
of both approaches is straightforward and does not require
extra hardware, only balanced networks offer a good basis for
such comparisons. In networks with frequent topology changes
or where the link quality often varies, the aforementioned
metrics rather produce high false positive alarms instead of
providing an efficient detection of wormhole. Apart from
that, the authors in [7] propose the LiteWORP protocol.
Hereby, nodes have to be placed with largely overlapping
reception ranges. Furthermore, each node has to be operated
in promiscuous mode, so it can check if other nodes forward
packets as expected. As soon as anomalies with respect to
packet delivery ratio or delay are detected, nodes causing
these anomalies are completely excluded from any further
communication. The requirement for overlapping reception
ranges in real life WMN applications is not always guaranteed,
especially in indoor emergency scenarios. On top of that, the
overlapping reception ranges yield to a high interference ratio
and thereby to a deterioration of the network performance. A
later version called MobiWORP has been proposed in [8] to
handle networks with high mobility. Here, an Authentication

Neighbor Update Message (ANUM) is used to convince other
nodes of the current position. The security is based on guard
nodes and an expiry timer for all ANUMs. The algorithm
is tailored for outdoor scenarios. In order to work properly,
it assumes that all of the nodes are aware of their position.
This is, again, not provided indoors, so this is where VLX
comes into play. Recently, Castor [9] has been proposed to
provide secure routing without the need for routing messages.
This approach is simple and yet it protects against wormhole.
However, it produces huge byte and packet overhead due to
the Castor header added to each data packet and because of
the acknowledgment required from each destination for each
data packet. In addition, it assumes that each pair of end nodes
either shares a symmetric key or they know the public key of
each other. This is, however, not straightforward in WMN.
b) Indoor Localization: Throughout the literature and also in
practice, most of the localization schemes are based upon the
following techniques: Time Difference of Arrival (TDoA), Time
of Arrival (ToA), Angle of Arrival (AoA), Cell of Origin (COO)
/ Cell-ID or Trilateration by RSSI. All these techniques but the
last one are only feasible in specific scenarios. For instance,
both ToA and TDoA require tight clock synchronization.
Besides, at least two nodes have to regularly send beacons at
a fixed interval. AoA is based on special antenna arrays which
are rarely incorporated in mobile nodes. The Cell-ID is only
feasible in networks with several stationary base stations. On
the other hand, RSSI values are available in most situations and
easily accessible in Linux and other kernels. However, RSSI
values are not always accurate, especially in indoor scenarios.
Thereby, localization techniques requiring precise RSSI values
are less relevant in the scenarios we are addressing. Rangefree localization techniques based on non-accurate RSSI are
rather of our interest. For instance, the Approximate Point
In Triangle Test (APIT) [10] falls into this category. For a
given set of anchor nodes N (nodes with known position)
3
and an indoor node I having an unknown position, all N
possible triangles are calculated to test whether I is inside
those triangles or not, based on a comparison of received signal
strengths. For each positive test, the corresponding triangle
is written into an APIT map. Finally, the center of gravity
is calculated for this map. Since individual tests are rather
coarse or sometimes even wrong, this final step significantly
increases the quality of the localization. Nevertheless, this
approach does not only require that anchor nodes are in the
proximity of I but it also assumes that those nodes even
surround I , which is very scarce case in indoor scenarios.
Besides, this approach requires a higher anchor node density
than its counterpart, the Centroid algorithm [11]. According
to the latter, the approximate position of the node I , PI′ is
estimated by calculating the centroid of the sum of the nodes
in the adjacencies of I based on the following equation:

PI′ (x, y) =

N
P

j=1

Pj (x, y)
N

(1)

where (x, y) are the coordinates, Pj is the position of the
nodes in adjacencies, while N is their total number. A more

sophisticated approach in this context is to give each point
an individual weight that reflects the values of the RSSI as
described in [12]. Thereby, the position of the node I is now:

PI′ (x, y) =

N
P

(wIj · Pj (x, y))
j=1
N
P
wIj
j=1
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PASER aims to efficiently establish accurate routes in terms
of metric and legitimate mesh nodes in WMNs in presence
of attackers. For that matter, it achieves the following goals:
Node authentication, message freshness and integrity, and
neighbor transmissions authentication (necessary to protect
against wormhole). The protocol is briefly described in the
following with a special focus on the relevant parts with
respect to VLX.
c) Route Discovery: PASER is a hierarchical reactive routing protocol. It distinguishes between gateways and mesh
routers/access points, which are always responsible, on demand, to register themselves once by a gateway. Figure 2(a)
illustrates this process. It gives an overview of how a new
node S, wanting to register itself at a gateway, performs the
route discovery to that gateway. The figure also depicts that
in PASER, new neighbors always establish a trust relationship
between each other.
d) Security Mechanisms of PASER: PASER combines digital
signature with lightweight Merkle tree and a keyed hash
function to secure the routing messages. Apart from that,
to address the problem of node compromise even though it
is unlikely to happen (e.g., the nodes are integrated in the
water tubes), PASER endorses a key revocation scheme to
exclude those nodes in a fast and efficient way. The main
building blocks of PASER are depicted in Figure 2. The protection against wormhole i.e., the fulfillment of the neighbor
transmission authentication goal is in the first stage achieved
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where wIj is the weight of the relation of nodes I and j.
This approach is termed Weighted Centroid Algorithm. It is
highly robust against RSSI fluctuations and a minimum of
only one node is necessary for the algorithm to work properly.
Nevertheless, a slight drawback of it is that trilateration
only resides within the convex hull spanned by the points
Pj . While this is not a problem in scenarios with random
distribution of nodes with/without GPS, it can heavily distort
the localization in networks where many nodes without GPS
are physically isolated. This makes the approach vulnerable
against wormhole since in that case it significantly modifies
the topology of the network. Nevertheless, due to the many
aforementioned advantages it endorses, this approach has been
partly adopted in VLX.
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Overview of routing in PASER.

during the trust establishment process between neighbors. For
this end, geographical leash mechanisms are used as proposed
in [13]. Hereby, signed broadcast-messages that comprise the
geographical positions of nodes are exchanged between new
neighbors. Only nodes that are located in the signal range
of the receiver are considered as neighbors. To sign those
messages, a node uses the key pair bound to its certificate.
To maintain the one-hop trust relation, nodes periodically
broadcast hello messages with their up-to-date position. Hello
messages are authenticated using a group key GTK based hash
function and the Merkle tree secrets.
Geographical leash-based protection against wormhole is not
only very effective, GPS has also become the prevailing source
of localization (necessary for network management e.g., UAV
scenarios) and it is already integrated in many platforms due
to decreasing costs of GPS devices.
B. VLX Requirements and Goals
The VLX is designed with the following requirements in mind:

e) Conservation of Resources: Except for the gateway, batteries of mobile nodes are limited in capacity and should not be
consumed any further than necessary. As a consequence, VLX
overhead and usage of CPU should be kept to a minimum.
f) Changes of the Existing Security Level: The existing proactive security of the PASER protocol should by no means be
restricted. The VLX is an extension to increase the security
indoors. That is, all nodes with a valid GPS signal must adhere
to the present mechanisms. Only nodes without GPS may
deviate from this behavior.
g) Mapping of the Network Topology: In order to keep use
of geographical leashes indoors, the virtual projection of the
real topology of the network must be as accurate as possible.
Bearing this in mind, two potential mistakes might occur. A
node is considered as a neighbor in the virtual world although
it is not in the real world (alpha error). Or it is not a neighbor
in the virtual world while it is in the real world (beta error).
For a proper protection against wormhole attack, the alpha
error must never occur, while the beta error is not that critical,
nevertheless, it must be kept as low as possible.
h) Accuracy of the Localization of Nodes: Requirements for
the accuracy of the localization using VLX are rather low.
The localization just has to be accurate enough to ascertain
the correctness of the topology. Apart from that, accuracy is
a secondary optimization problem.
Central Goal: The main goal for the design of the VLX is formally defined as follows: For all nodes ni = {n1 , n2 , . . . , nN }
in the direct adjacencies A of a node I , the following must
always be true:
for

ni εAvirtual (I) ⇒ ni εAreal (I)

∀t ≥ 0

(3)

The set of adjacent neighbors Avirtual is therefore a subset of
the set of real neighbors Areal , such that:
Avirtual (I) ⊆ Areal (I)

for

(4)

∀t ≥ 0

As a result, the following must always hold:
X

(ni |ni εAvirtual (I)) ≤

X

(ni |ni εAreal (I))

for

∀t ≥ 0

(5)

C. The Virtual Localization Concept
In WMNs running routing protocols such as PASER, where
nodes register themselves at the gateway, the latter knows
about the positions of all nodes with active GPS. This information is used in VLX to localize a node as well as to give
it a hint on which nodes to trust as neighbors. While in most
geographical leash-based mechanisms, a perfect unit circle
[14] is an appropriate paradigm to determine neighbors, the
assumed fixed maximal transmission radius is not applicable
in indoor environments. For this reason, we propose in VLX
a novel approach to define the neighborhood/range of a node
based on the usage of an ellipse as a generalization of a circle.
The ellipse brings a lot of advantages over the standard
circle while conserving the relevant characteristics of the
latter. Both have in common a geometric shape that forms
a convex boundary. Both can be schrunk and shifted. Thus,

both are very useful to enclose the neighbors scattered around
a node. However, in contrast to the circle, the ellipse might
also be transformed so as to approximate a line. On top of
that, it might be rotated, offering in combination with the
transformation characteristic a great flexibility to selectively
enclose neighbors in adjacencies. This is indispensable for
fulfilling the VLX goal given in Equation 4.
In its simplest form and without any rotation, the definition
of an ellipse is very lightweight. It is defined by only four
scalars in the Cartesian plane, namely by minor and major
axis (amin , amaj ), and coordinates (xc , yc ) of a center point c.
The corresponding equation is given by:
1
1
(x − xc )2 +
(y − yc )2 = 1
amaj
amin

(6)

In its sophisticated form, an ellipse, a conic section with
arbitrary size, shift, and rotation, is defined as the set of points
Pni = (x, y) which satisfies the following equation:
rx2 + sy 2 + txy + ux + vy + w = 0

(7)

For performance reasons, VLX exploits the center form representation [15] in combination with the position shifting
∆ = (∆x/∆y) to define an ellipse. In this case, only five scalars
r, s, t, ∆x and ∆y are required. This paradigm reduces the pointin-ellipse verification test to a small number of multiplications
and summations. Hereby, a given point Pni is located inside
an ellipse defined by the set of parameters M and the center
point c if and only if the following holds:
(Pni − c)T M (Pni − c) − 1 ≤ 0,

with

M ∈ ℜ(2x2) =

r
t

t
s

!

(8)

To localize an indoor node I , generate and propagate its
ellipse, the VLX mainly comprises five steps. First, neighbors
append the RSSI values of I ’s RREQ packets to those packets.
Second, upon receiving those packets, the gateway derives the
network propagation direction towards I . Third, the gateway
runs algorithm 1 to virtually localize I . Fourth, the gateway
runs algorithm 2 to generate the ellipse, which represents
the neighborhood/range of I . Fifth, the gateway appends the
virtual position of I and its ellipse to each route reply packet
addressed to that node. To ease the understanding of the steps
above, we refer their explanation to the example given in
Figure 3. In this example, an indoor node I wants to join
the network. Thereby, it triggers a registration at a gateway.
i) Integration of RSSI Values in RREQ Packets: When running
secure mesh protocols such as PASER, a node wanting to
join the network typically starts a registration process at the
gateway, mainly to grant access to the network. For this end,
this node broadcasts a route request towards that gateway. This
process is illustrated in Figure 3(a). Hereby, I broadcasts a
RREQ packet looking for a gateway. While RREQ packets
typically must comprise the GPS information of a node, by
deploying VLX, those packets are extended by one flag that
indoor nodes set to indicate that they have not yet gotten
valid localization data. Upon receiving such RREQ packets,
neighbors forward the RSSI values of these to the next hop
towards the gateway. From this stage, the packet processing
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k) Virtual Localization of Indoor Nodes: The localization of
an indoor node I is carried out at the gateway as specified in Algorithm 1. Hereby, two mechanisms are mainly
used. In scenarios where the indoor node has at least three
neighbors with GPS, the Weighted Centroid Algorithm is
used. In scenarios where the indoor node has less than three
neighbors with GPS, which is a common case in emergency
operations, a novel approach based on the combination of
RSSI lateration and the cosine similarity is applied. The
reason for incorporating this approach in VLX lies in the
high topology mismatches/collisions caused by the Weighted
Centroid Algorithm in the aforementioned case. Laterations of
the received RSSI values are used to calculate all intersections
i of circles with the center set to the neighbors’ positions
and the radius chosen as a reciprocal of the corresponding
RSSI values as illustrated in Figure 3(a). In that case, because
of RSSI fluctuations and imperfect channel models, it is
likely to have more than one perfect intersection. This is
where the novel cosine similarity approach comes into play.
This approach has been adopted from the text analysis field
where it is used to analyze the analogy of vocabulary. As for
VLX, the cosine of the angles between the basic propagation
−−→
BPI towards a node I and the vectors between gateway and
−−−−−→
intersection points PGW Pi is calculated. Hence, the definition
of the cosine similarity in this context is given by the equation:
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and forwarding logic did not change. That is, any nodes
beyond one hop distance forward those packets as usual.
j) Calculation of Network Propagation Direction: The direction in which the network propagated to reach I is calculated
at the gateway. The latter is derived from the position of
all neighbors that forwarded RREQ packets of I to the
gateway. This direction is calculated by averaging the vectors
between the gateway and those neighbors. That is, the basic
propagation is obtained by summing the normalized vectors
from the position of the gateway PGW to the position of I ’s
neighbors, Pni , e.g., Pn1 and Pn2 in Figure 3(b). Thus, the
−−→
basic propagation BPI towards a node I with ni εAvirtual (I)
is given by:
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where n is the dimension of the vector space. The codomain of
the cosine similarity W = [−1, 1] either indicates an exact match
of the angle (1), orthogonality (0), diametrically aligned angles
(−1) or values in between. In VLX, the intersection point with
the highest cosine value is chosen as an appropriate position
for the indoor node. Figure 3(c) depicts an example of this
approach.
Algorithm 1 Localization of a node I without GPS (gateway)
Input: Map of RSSI values (gateway’s routing table)
Output: Virtual coordinates PI′ = (x, y)
listP
N ← get all N entries in RSSI map with active GPS
if
N = 0 then
list P
N ← get all N entries in RSSI map
else if
N = 1 then
−
−
→
BP ← calculate normalized Basic Propagation
1
)
dist ← estimated distance
⊲ based on f ( RSSI
−
−
→
′
PI P
← Pni + (BP · dist)
else if
N = 2 then
−
−
→
BP ← calculate normalized Basic Propagation
1
dist1/2 ← estimated distance
⊲ based on f ( RSSI
)
P 1/2
getP
all intersections i1 /i2
⊲
in ε0..2
if
i = 1 then
PI′ P
← Pi1
else if
i = 2 then
−−−→
get cosineSimilarity for all Pn Pi
PI′ ← Pi Pi with MAX cosineSimilarity
else
call Weighted Centroid Algorithm (WCA):
P
PI′ = (Pn1 · RSSI1 + Pn2 · RSSI2 )/ RSSIn
end if
P
else
⊲
N ≥3
call Weighted Centroid Algorithm (WCA)
end if

l) Calculation of the enveloping ellipse: RREQ packets are
received by the gateway time-discretely. That is, the number of available neighbors of an indoor node I and their
corresponding RSSI values continuously increases. From the
time the first value is available, the gateway calculates both
the estimated position and the corresponding ellipse for I
and answers the request by a RREP packet comprising this
information. Hereby, the gateway updates those information
by each incoming request/outgoing reply. To achieve the goal
in Equation 4, only the neighbours from which the gateway
already received a RREQ must be located in the ellipse of
I . This is rarely given by an ellipse centered at the virtually
localized position PI′ . In most cases, a shifting of the ellipse

is necessary to guarantee the topology’s integrity without
disproportional costs. Figure 3(d) gives an example of such
a scenario. Hereby, the center of the ellipse is shifted by ∆.
That is ∆ = (∆x/∆y) is added to the node’s virtual position
P ′ = (xI , yI ) to get the ellipse’s center point c = (xc /yc ).
I

Scenarios A and B

Attacker 1
Position 1

2

P
N←
entries e ∈ RSSI map
runNumber ← 0
ellipseIsColliding ← true
while ellipseIsColliding do
availableRSSIEntries a ← N - runNumber
runNumber ← runNumber + 1
ellipse set r, s, t, ∆x, ∆y ← call calculateEllipse(top a, entries e)
−−−−−→
−−−−−→
⊲ VLX checks Pn1 Pn3 − α · Pn2 Pn3 6= ~0 ∀α ∈ ℜ
⊲ and ensures ≥ 3 linearly independent positions
ellipseIsColliding ← call checkForCollision(r, s, t, ∆x, ∆y, e)
⊲ for ∀ entries e | e ∈ routing table ∧ e ∈
/ RSSI map
end while

Algorithm 2 specifies all the steps a gateway undergoes to
compute the ellipse. The basic idea of this algorithm is to
recalculate the ellipse as long as the point-in-ellipse verification test is positive for any node ni which is not in the
direct proximity Avirtual (I) but whose location Pni is inside
the ellipse of I . That is, this node collides with the ellipse
area. In this case, the ellipse is altered to exclude that node.
The algorithm ensures that the central goal for protecting the
network topology from aberrations is always fulfilled. Despite
its simplicity, the algorithm is an important pillar of the entire
concept.
m) Transmission of Virtual Location and Information about
Adjacencies (Ellipse): Instead of transmitting GPS positions,
an indoor node I sends its virtual position PI′ = (xI , yI ) and
information about its adjacencies using the set of parameters
that define its ellipse, namely, r, s, t, ∆x, ∆y. The node receives
this information within the registration phase from the replies
it gets from the gateway.
IV. P ERFORMANCE E VALUATION
The discrete event-based simulation environment OMNeT++
[16] and its INETMANET framework are used for the investigation of VLX. The latter comprises the simulation of the
standard network protocols as well as the here considered mobile ad hoc network protocol PASER. For a precise simulationbased evaluation, the performance of a mesh network has been
first investigated in a real testbed. Afterwards, the simulation
environment was tweaked to map the real performance of that
network. Besides, the timing costs of the PASER security
operations were first measured on an embedded hardware.
Afterwards, the obtained results have been fed into simulation
to map the real delay of those operations. Detailed information
on this simulation validation is provided in [2]. VLX has been
investigated in four scenarios. Table I illustrates the network
and traffic models used, the different scenarios addressed and
the most relevant protocol configurations. Figure 4 depicts the
nodes constellation in the evaluated scenarios.
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Setup of the evaluated networks.
TABLE I
S IMULATION PARAMETERS
Common Network and Traffic Models

Parameter

Value

Parameter

Value

Simulation Tool
Antenna Type
Channel Model
Nodes Transmission Range [m]
Number of Simulations
Number of Traffic Flows

OMNeT++
Omni-Directional
Free-Space
250
10
3

Simulation Time [s]
Mac Layer
Traffic Model
Packet Size
Network Buffer Size [Packets]
Mobility Pattern

625
802.11a
CBR-UDP
512 Bytes
100
Static

Scenario Specific Network and Traffic Models
Parameter

Value

Scenario Number

A

B

C

D

Number of Nodes
Data Rate [kbit/s]
Number of Nodes Without GPS
Attacker’s Position

6
512/1000/2000
0
1

6
512/1000/2000
1
1

7
512/1000/2000
2
1/2

10
512
1-9
1

Protocol Configuration Parameters
Protocol Parameter

Value

PASER

3
8.5
21
1
true
7
20
214

HelloInterval [s]
RouteInvalidateTimeout [s]
RouteDeleteTimeout [s]
RouteDiscoveryTimeout [s]
LinkLayerFeedback
NeighbourInvalidateTimeout [s]
NeighbourDeleteTimeout [s]
NumberOfSecrets
encryption-RSA-delay [µs]
verfiy-RSA-delay [µs]
decryption-RSA-delay [µs]
sign-RSA-delay [µs]
one-hash-delay [µs]
auth-tree-verify-delay [µs]
auth-tree-gen-delay [s]

3703
1737
35943
38675
81
183
4

Protocol
AODV
&
DYMO
HWMP

OLSR

BATMAN

Parameter

Value

HelloInterval [s]
RouteInvalidateTimeout [s]
RouteDeleteTimeout [s]
RouteDiscoveryTimeout [s]
LinkLayerFeedback
HybridMode
RootIntervall [s]

0
3
12
1
true
true
2

LinkLayerFeedback
RouteDeleteTimeout [s]
ActiveRootTimeout [s]
ActivePathTimeout [s]
HelloInterval [s]
TCInterval [s]
Willingness
OGMInterval [s]

true
5
0.5
0.5
1
2
7
1

n) Side Effect Analysis in Outdoor Scenarios: To shed
the light on the robustness of PASER against wormhole in
outdoor scenarios, the packet delivery ratio of a small mesh
network is investigated in comparison to non-secure protocols
such as HWMP, AODV, DYMO, BATMAN and OLSR. The
network consists of six static outdoor nodes, three of them
are senders and the gateway is the receiver. The main network
setup is depicted in Figure 4. At first, the wormhole attack is
deactivated. In a second measurement series, the wormhole is
activated with attacker 1 located in the range of sender 1. In a
next scenario, attacker 1 is positioned in the range of all three
sending nodes, which is the worst case. The results in Figure
5(a) show that all protocols including PASER meet the defined
requirements in term of PDR if the wormhole is not active. In
case of an active wormhole, however, only PASER guarantees
high data rates regardless of the position of the attacker. For
this background, VLX is designed to fulfill this goal indoors
with minimal performance penalties.
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OLSR

1

All Six Nodes w/ GPS, no Wormhole, w/ VLX
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Results of VLX in outdoor scenarios.

Activating the VLX in scenario A where all nodes have active
GPS highlights the negligible impact of VLX on the packet
delivery ratio outdoors as depicted in Figure 5(b). Apart from
that, this figure reveals a perceptible influence of the wormhole
as soon as the network is operated with higher data rates. Since
by using PASER with or without VLX, all nodes are protected
against wormhole, the reason of this performance deterioration
is the increasing number of packet collisions caused by the
wormhole and the consequent high backoff times. Since neither forwarding mechanisms nor packet structure are changed
by the VLX for outdoor nodes, also the average delay is not
affected at all and remains at a low level as illustrated in
Figure 5(c). As a result, the measurements of this scenario
indicate that VLX has negligible to no side effect in outdoor
scenarios. Apart from that, the results show that wormhole
causes a noticeable performance deterioration with respect to
PDR and delay in networks with high traffic loads.
o) In-/Outdoor Scenario with Moderate Outdoor Neighborhood Density: When comparing the VLX version of
PASER with the one without VLX in scenario B, see Figure
6(a), it becomes clear that without this new concept, it is
impossible for the indoor sending node to participate in the
routing protocol. In the latter case, that node is not able
to register itself at the gateway. It cannot join the network
and therefore it is not able to send any UDP packets. As
a consequence, the PDR drops from 100% to a maximum
of 66% (the other two nodes are outdoor and keep sending
packets). Hereby, the impact of a wormhole is close to zero
due to lower load of the network.
In addition, this figure depicts that PASER provides legitimate
indoor nodes access to the network despite the lack of their
geographical information. This becomes even more apparent
when observing Figure 6(b) which shows that the performance
of PASER with VLX indoors (scenario B) hardly differs
from the performance of the protocol outdoors, regardless
of the wormhole attack. Thus, both figures emphasize the
performance and security gain achieved when applying VLX
in scenario B. A look at the byte overhead and the maximum
delay in Figures 6(c) and 6(d) shows that the gain of VLX is
not for free. These parameters are affected by two factors.
The first one is given by the additional ellipse data. The
second and the more influencing factor is the new forwarding
mechanism of VLX according to which intermediate nodes

must always re-forward a packet of a node without GPS in case
it has traversed a different route. Nevertheless, this overhead
in comparison to the size and the overall number of exchanged
routing messages in a network is relatively low. The latter is
justified in both figures by the tiny increase of the costs.
p) In-/Outdoor Scenario with Indoor Nodes Aligned in
a Row: An interesting question by the analysis of VLX is
whether a lower ratio of neighbor nodes with GPS seriously
affects the localization of the indoor nodes and thereby the
security of the network. To further investigate this issue, a
scenario is set up where a seventh indoor node is introduced
to form a line of two sending nodes without GPS (scenario C
- Figure 4). That is, one node’s localization is dependent on
that of the second one. Comparing the first and the second, the
third and the fourth bars in Figure 6(e) shows that cascading
indoor nodes in scenario C leads to a slight drop of maximum
7% in comparison to the network performance when GPS is
available at all nodes. Comparing the first two with the last two
bars clearly depicts the significant influence of well-positioned
wormhole attack on networks with poor node constellations.
Apart from that, it has shown in this scenario that VLX also
fulfills its security goals in harsh network topologies but at the
expense of a slightly higher performance overhead.
q) Analysis of Ratio Sensitivity of Indoor to Outdoor
Nodes: An acid test for the performance of PASER with VLX
has been carried out by simulating an increasing number of
nodes without GPS in a network of ten nodes (scenario D). In
this scenario, nodes have been increasingly set to work without
GPS from the left-hand side to the right-hand side as depicted
in Figure 4. At the beginning, the ratio of indoor to outdoor
nodes is set to 1/9. Afterwards, the number of nodes without
GPS has been successively increased by two to finally end at
an opposite ratio of 9/1 indoor to outdoor nodes with only the
gateway having GPS activated (which is typically true in most
real-life scenarios). As Figure 6(f) shows, it is apparent that
the PDR remains nearly constant in average regardless of the
considered ratio, despite the wormhole. The mean values differ
by less than 1%. In other words, this figure reveals that VLX is
suitable for critical scenarios with bad GPS to non-GPS ratios.
The protection remains active throughout the whole network
lifetime so that wormhole links are always avoided.
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Results of VLX in in-/outdoor scenarios.

V. C ONCLUSION
In this work, the design and performance evaluation of VLX,
a novel Virtual Localization eXtension for geographical leashbased secure routing, are presented. VLX aims to extend the
security of this type of routing protocols against wormhole
attack in indoor scenarios. Geographical position information/signal is usually only available outdoors. However, using
virtual positions and the novel ellipse based neighborhood
definition, VLX also guarantees the accuracy of the network
topology indoors. The proposed approach is evaluated in
different indoor/outdoor scenarios and with different node
constellations. The results show that VLX has negligible to
no side effect outdoors. It provides nearly the same level of
security indoors as geographical leashes in outdoor scenarios.
It enable legitimate indoor nodes to access the network despite
the lack of their geographical information. It has a light
overhead and it is not sensitive to low outdoor to indoor node
ratios. In this version of VLX and as a first step, we only
considered dynamic networks having static nodes. In future
work, highly mobile networks are to be addressed.
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